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CHAIR AND MEMBERS
TO: COMMUNITY AND NEIGHBOURHOODS COMMITTEE
MEETING ON SEPTEMBER 13, 2011

CINDY HOWARD

FROM: INTERIM ADMINISTRATOR, DEARNESS HOME

FOR ONTARIO TELEMEDICINE NETWORK MEMBERSHIP AGREEMENT
SUBJECT: AND ONE NETWORK ORDER AGREEMENT WITH eHEALTH ONTARIO
FOR DEARNESS HOME

RECOMMENDATION

That, on the recommendation of the Interim Administrator of Dearness Home, with the concurrence
of the Executive Director of Community Services, the attached proposed By-Law (Appendix A) BE
INTRODUCED at the Municipal Council Meeting of September 19, 2011

(@) TO APPROVE the Ontario Telemedicine Network Membership Agreement for
Dearness Home; and

(b) TO APPROVE the ONE®Network Order Agreement with e-Health for Ontario
Telemedicine Network Services for Dearness Home; and

(c) TO AUTHORIZE the Mayor and City Clerk to execute the agreements authorized
and approved in sections (a) and (b) above.

PREVIOUS REPORTS PERTINENT TO THIS MATTER

None

BACKGROUND

The Ontario Telemedicine Network (OTN) is an independent, not-for-profit organization funded by
the Government of Ontario to provide services allowing videoconferencing, webcasting and tele-
diagnostic practices. The Ontario Telemedicine Network (OTN) currently delivers programs and
services in over 925 sites across the Province and there are over 100 agencies within the
boundaries of the South West LHIN who are signed up for these services. OTN is now expanding
the network to include Long Term Care facilities.

eHealth Ontario is a corporation without share capital and is an agent of Her Majesty the Queen in
Right of Ontario, pursuant to the Development Corporations Act and provides the broadband
network management. OTN’s service is distributed through the eHealth One®Network and a
membership with OTN is dependent upon installation of the One® Health Network.

The Membership Agreement between Ontario Telemedicine Network (OTN) and The Corporation of
the City of London (Dearness Home) (Schedule B) has been reviewed by Civic Administration. The
Membership Agreement includes a disclaimer in Section 6.4 indicating that the video conferencing is
provided on an “as is” basis and “any material and/or data downloaded or otherwise obtained
through the use of the Videoconferencing Network and/or Services shall be done at the member’s
own discretion and risk”. Ontario Telemedicine Network (OTN) does not have control over the
network and therefore cannot guarantee performance; however, in their experience, downtime has
been minimal and services restored promptly.

Section 6.5 of the Agreement provides for dispute resolution up to and including arbitration. OTN
advises that this clause has not been invoked in the ten years that OTN have been operating.

Section 8.1 provides OTN with the right to amend the agreement at its sole discretion on 60 days
written notice. According to OTN, in their history this clause has been invoked only three times; two
instances were related to technology updates and the other was regarding a change in the
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membership policy as required by the Ministry of Health and Long-Term Care (MOHLTC). If the City
is not satisfied with a contract amendment under this section the option is to terminate the
agreement under section 7.2 with 30 days written notice.

The Ontario Telemedicine Network (OTN) acts as an agent for Dearness Home to specify and order
an appropriate network connection from eHealth Ontario. The Order Agreement for the
ONE®Network, Ontario Telemedicine Network (OTN) Services (Schedule A) is with eHealth Ontario
The agreement was reviewed by the Technical Services Division (TSD) and they agreed that they
could comply with the required implementation and will liaise with OTN on the installation of the
equipment and software.

The use of this system will include the exchange of personal health information. To ensure
compliance with the Personal Health Information Protection Act, 2004 and article 5 of the
ONE®Network Order Agreement and OTN Membership Agreement Dearness Home will ensure
their privacy policy is in compliance with applicable privacy legislation including ensuring that
technical and physical safeguards are in place to protect privacy of information.

Engaging the community is an important part of the Dearness Home’s efforts to contribute to
community vitality. The use of OTN technology will be geared to a multi-disciplinary approach to
meet the varying needs of the Dearness Home. OTN services will allow Dearness Home to:
e Consult with agencies such as Regional Mental Health
e Permit clinicians to observe resident’s behaviours first-hand and provide advice as part of
the “Senior’s with Responsive Behaviours” initiative
e Teleconference with other Long Term Care providers in our area who meet on a regular
basis
e Participate in on-site training webinars hosted by groups such the Registered Nurses
Association of Ontario

FINANCIAL IMPACT

The Ontario Telemedicine Network (OTN) technology equipment is valued at $24,000.00 and is
being transferred as an asset to the Corporation of the City of London at no cost. Included in the
Ontario Telemedicine Network (OTN) membership is unlimited service, site implementation, training
on the equipment, technical support and software upgrades. Site and system fees have been
waived for this project through negotiation between the Local Health Integration Network (LHIN) and
OTN for the first wave of sites joining the project.

The Dearness Home will be responsible for the one time network cabling cost of about $4,000.00
and will assume the maintenance warranty cost estimated at $1,000.00 annually after a three year
period. These costs and any other costs associated with this project will be accommodated within
our existing departmental budget.

SUBMITTED BY:

ROBERT DRAGE
BUSINESS MANAGER, DEARNESS HOME
DEPARTMENT OF COMMUNITY SERVICES
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RECOMMENDED BY: CONCURRED BY:

CINDY HOWARD ROSS FAIR

INTERIM ADMINISTRATOR, EXECUTIVE DIRECTOR

DEARNESS HOME DEPARMENT OF COMMUNITY SERVICES
DEPARTMENT OF COMMUNITY SERVICES

ccC. L. Marshall
J. Jackson



APPENDIX A

Bill No.
2011

By-law No.

A By-law to authorize and approve: (1) a
ONE Network Order Agreement with
eHealth Ontario for Ontario Telemedicine
Network Services; (2) a Membership
Agreement with Ontario Telemedicine
Network (OTN); and (3) to delegate
authority to the Mayor and City Clerk to
execute the agreements.

AND WHEREAS subsection 5(3) of the Municipal Act, 2001 provides that a municipal
power shall be exercised by by-law;

AND WHEREAS section 9 of the Municipal Act, 2001 S.O. 2001, c.25 provides that a
municipality has the capacity, rights, powers and privileges of a natural person for the
purpose of exercising its authority under this or any other Act;

AND WHEREAS sections 9 and 10 and 23.1 through 23.5 of the Municipal Act, 2001
authorize a municipality to delegate its powers and duties under this or any other Act to
a person or body;

AND WHEREAS eHealth Ontario is a corporation without share capital and is an agent
of Her Majesty the Queen in right of Ontario, pursuant to Ontario Regulation 43/02 made
under the Development Corporations Act;

AND WHEREAS Ontario Telemedicine Network is non-share corporation funded by the
Province;

NOW THEREFORE the Municipal Council of The Corporation of the City of London
enacts as follows:

1. The ONE Network Order Agreement to be entered into between The Corporation
of the City of London and eHealth Ontario, attached as Schedule A to this by-law,
regarding the use of Ontario Telemedicine Network Services, is hereby
authorized and approved.

2. The Membership Agreement to be entered into between The Corporation of the
City of London and Ontario Telemedicine Network (OTN), attached as Schedule
B to this by-law, regarding the use of Ontario Telemedicine Network Services, is
hereby authorized and approved.

3. The Mayor and the City Clerk are authorized to execute the agreements
authorized and approved under sections 1 and 2 above.

4. The Executive Director of Community Services is delegated the authority to
designate in writing a “Telemedicine Coordinator”, an administrative and
technical contact, and a “Designated Officer” for the purposes of the agreement
approved in paragraph 2 above.

5. This by-law shall come into force and effect on the day it is passed.

PASSED in Open Council , 2011

Joe Fontana
Mayor



Catharine Saunders
City Clerk

First reading -

Second reading —

Third reading —
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eHealth Ontario

SCHEDULE A

=
> ﬁ?Ontario ONE® Network Order Agreement

Ontario Network for e-Health - For OTN Services ONLY

eHealth Ontario Mandate

eHealth Ontario is the provincial agency mandated to improve patient care and safety by hamessing innovation and technology. [ts priorities
are the creation of a Diabetes Registry, establishing an e-prescribing system, and developing an ehealth portal. It will also oversee the

development of a province-wide electronic health record system by 2015.

eHealth Ontario Obligations .

eHealth Ontario agrees to provide network connectivity, including network interface equipment, to the|Client in fulfillment of its mandate.
eHealth Ontario also agrees to provide a support structure to assist the Client in resolving eHealth Orjtario network-related issues. eHealth

Ontario will bear the cost of providing and managing the network connectivity to the Client.

Client Obligations

The Client agrees to provide an appropriate and secure environment for eHealth Ontario to install thenetwork and locate its network interface
equipment, and reasonable access to the site to deliver, install, maintain, inspect, disconnect or remoje its network interface equipment. The
Client will bear the local infrastructure cost of interfacing to and using the provided network services. Upon termination of the service, the Client

agrees to return all eHealth Ontario-provided equipment to eHealth Ontario.

Shared Obligations

Both eHealth Ontario and the Client have an obligation to provide appropriate management, governance and oversight to protect the

confidentiality and security of health-related information exchanged by health care providers.

Detailed Terms and Conditions and attached schedules, being the Acceptable Use Policy and Security Policy, have been provided.

Please Refer to: Instructions for Completing ONE® Network Order Agreement and What You Need to Know before completing this
form. Please complete the entire form; incomplete forms or incorrect information will result in processing delays.

Y Order Numbér:

Agreement as of the __ / / (the “Effective Date”) (yyyy-mm-dd).

Signature: | Business Legal Name:

Printed Name: - (_DE.QV ng.ss “CW\'Q )

Title: Date:

Nﬂmbér and Streét N'ame

7O SouthdadeRd. Bo.st

Suite/Unit/Floor

Building Name (for multi-building sites) City/Town Province Postal Code
London ON  INLE RS

Site Telephone No. (include extension) | Site Fax No. } Is this fax|secure? * M Yes [1No

= ' *The fax machine must be located in a secure area where
Cb \ o{,\) Ll - L2800 X260 ‘ (_5 lCD Chl-O44io it can be used and monitored only by authorized

personnel,
Site Name/Group Name | Circuit Location (IT Room? — see section 6b on page 3):
D Ho Floor 2, Room Number/ B CA 29
Nness me. Descriptio] Davta Commwdﬁcﬁkms’&m .

ONE Network Order Agreement Version 2.1 - March 31, 2008
Sensitivity Level: MEDIUM
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ness Hours and Preferred s | v)

. Business oursa te hos\ t site is staffed. Depending upon the type of circuit:provided, it may be necessary
authorized installer(s) visit your site. To indicate preferred installation hours, list only the hours the site is open and
from an installer. Vendor installation hours are Monday to Friday, 8:00 am to 5:00 pm (excluding statutory holidays

fo-have one or more eHealth Ontario
able to withstand-a possible interruption

).

3a. Site Business Hours

241

3b. Preferred Installation Hours Mon [XTue [Xiwed [XThurs [XFri
AM PM
Same as Site Business Hours? [1Yes []No

3c. Site Access Instructions Site Access Instructions are forwarded to the subcontractor. Concisely and acc!
should contact to arrange installation. (For example, contact John Smith prior to visit to make securily arrangemers
X No instructions required

Site access instructions

urately indicate whom the subcontractor
ts.)

Would you like the hardware shipped to the site address provided for the circuit location? Hyes N INo, specify shipping information below
Ship To: Name of organization and/or staff member:

Shipping Address

City/Town | Province Postal Code

First Name Last. N'éme

On-site?
Goal . Z.aditz. dYes [INo
Business Telephone No. (Include extension) Business Fax No. is this fax secure?”
14) bkl - 2500 x 229 ClYes [INo

*The fax machine must be

Business E-mail

gzavitz e \ondon 4

Rusiness Pager/Cell Phone No.

(22L) 2€2~027Tb

W¥as |

focated in a secure area where
it can be used and monifored

by authorized person

.' First Name .Lét\vst.'Nam'é

TOn-site?
Troy Regala Cdyes [XNo
Business Telephone No. (Include extension) Business Fax No, 11s this fax secure?*
416.446.4110 ext 4195 416.446.4139 LlYes [INo

*The fax machine must be

Business E-mail
tregala@otn.ca

Business Pager/Cell Phone No.

focated in a secure area where
it can be used and monifored
only by authorized persannel.

Last

“First Name ] e On-site?
(m P esptay OYes X No
Company Name *Ec\f\.lf\»\-.ca\ S\«JPT_)Q-V'*\— ml:il\S \,S O I~

Corp- of C\‘\*\ o-f LQf\a\OV\

Business Telephone No. (Include extension) Business Fax No.

(519) bbl - 2500 X 4855

Is this fax secure?*

OYes [No

"The fax machine must be

Business E-mail

Jpre -H-—y e lonaon

Business Pager/Cell Phone No.

(5\9) &5 - DDSO

located in a secure area where
it can be used and monitored
only by authorized personnel.

ONE Network Order Agreement Version 2.1 - March 31, 2008
Sensitivity Level: MEDIUM

Page 2 of 9


lkucera
Text Box

lkucera
Text Box


Agenda ltem# Page #

Schedule A

PART B: Technical Information

It is'recommended that you consult your technical support person to complete the remainder of this form.

6a. Check (%) ONE ONLY
m Site currently has a UPS that can accommodate up to 2 eHealth Ontario router(s).
[ site will install a UPS of adequate capacity prior to eHealth Ontario circuit installation.

6b. Requirements for Router(s)
e A 18" x 18" shelf that can support 50 pounds

¢ Location for router(s) should be secure and away from regular working area (routers’ cooling fan is a bit noisy) and Ontario
Telemedicine conferencing equipment.

¢  Available power supply and ventilation

7a. Please complete table below with the following information:

Please enable router port for OTN Videoconferencing according to the following requirements:

OTN Videoconferencing Port Request:
Indicate number of videoconferencing devices to be used at site:

Indicate number of videoconferencing sessions to be conducted concurrently:

Required QoS bandwidth per session:

832 kbps (If connection is routered, please multiply 832 times the number of videoconferencing sessfod: to be
conducted concurently ):

640 kbps (If connection is routerless, please multiply 640 times the number of videoconferencing sessiors to be

conducted concuysnﬂy}:

7b. If connection is routerless please provide:
IP address range to be used:

Subnet mask:

mments

"8a. Please enter any comments/questions/notes below. (Refer to the instructions for completing this form, for things yo may wish to include. ) i

ONE Network Order Agreement Version 2.1 - March 31, 2008
Sensitivity Level: MEDIUM Page 3 of 9
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eHealth Ontario
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Schedule A

ONE® Network

Order Agreement Terms and Conditions

OTN Services

ARTICLE 1 BACKGROUND
1.1 Purpose. This Agreement sets out the terms
and conditions under which eHealth Ontario will
provide the Services to Client.
1.2 Representatives. ‘Representatives” means, in
the case of eHealth Ontario or Client, any directors,
officers, employees, agents, consullants or
subcontractors, as well as the directors, officers,
employees or agents of any subcontractor, of each
such party.
ARTICLE 2 TERM AND TERMINATION
2.1 Term. This Agreement shall be effective as of
the Effective Date and shall continue until terminated
in accordance with the terms and conditions set out in
this Article 2.
2.2 Material Breach. In the event of a breach of this
Agreement, the non-breaching party may terminate
this Agreement upon written notice to the other party
provided that the non-defaulting party has given the
breaching party prior written notice of the breach
which describes the nature of the breach and the
breaching party has failed to cure the breach within
thirty (30) days of the prior written notice.
2.3 For Convenience. At any time more than six (6)
months after the Effective Date, Client or eHealth
Ontario may terminate this Agreement upon ninety
(90) days written notice to the other party.
2.4 Change to Policies. “eHealth Ontario Policies”
means eHealth Ontario's Acceptable Use Policy
attached as Schedule One and eHealth Ontario’s
Security Policy attached as Schedule Two, Eachisa
‘eHealth Ontario Policy’. For a period of ten {(10)
Business Days following any date on which eHealth
Ontario issues a notice of any change to the eHealth
Ontario Policies to Client, if that change is
unacceptable to Client, Client may terminate this
Agreement upon thirty (30) days written notice to
eHealth Ontario.
2.5 Sumvival. Those sections which by their nature
should survive the termination or expiration of this
Agreement, including but not limited to sections 2.5,
3.5(e), 3.5(f), 3.7 and 3.8 and Aticles 5, 6, 7 and 8 will
remain in full force and effect following the expiration
or termination of this Agreement.
ARTICLE 3 SERVICES
3.1 (a) Services. Subject to the other provisions of
this Agreement, eHealth Ontario agrees to provide to
Client, a network circuit connected to eHealth
Ontario's technology infrastructure and any related
services described in the following provisions of this
Article 3 (the “Services"). '
(b) Plain Language Descriptions.  Client
acknowledges receiving from eHealth Ontario the
plain fanguage descriptions of the Services, including
a description of the safeguards pertaining to the
Services, attached hereto as Schedule Three (the
“Plain Language Descriptions”). eHealth Ontario may
amend the Plain Language Descriptions from time to
time, A current copy of the Plain Language
Descriptions is available at the eHealth Ontano
website (www.www.eHealth Ontario.on.ca).

ONE Network Order Agreement Version 2.1 - March 31, 2008
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3.2 Service Level Commitment. eHealth Ontario will
use commercially reasonable efforts to provide the
Services, but eHealth Ontario makes no service level
commitments in this Agreement.

3.3 Authorization Letter. In order to perform certain
activities refated to the Services, eHeallh Ontario or its
subcontractors may require letter(s) of authorization
from Client. If such a letter is required, eHealth
Ontario shall be relieved of any obligation to provide
the affected Services until Client provides that letter to
eHealth Ontario or its subcontractor (as applicable).
3.4 End Users. Client shall cause any individual
who is an employee, agent, consultant or other
representative of Client and who is authorized by
Client to use alt or part of the Services that are
intended for individual use (its "End Users") to comply
with this Agreement and is responsible for the acts
and omissions of its End Users as if such acts and
omissions were the acts and omissions of Client.

3.5 Senvice Equipment. The provision of Services
may include the provision of Service Equipment.
"Service Equipment’ means any equipment or
software selected by and provided by eHealth Ontario
(or any Representative of eHealth Ontario) to Client in
conjunction with any Services including without
limitation servers, routers, modems, cables, fibre optic
cable, panels or switching equipment but not including
any equipment that has been purchased by Client.
With respect to any Service Equipment:

() Provision.  Client acknowledges that the
provision of any item of Service Equipment is in
eHealth Ontario's sole discretion.

(b) Access. Client shall ensure that eHealth Ontario
or its Representatives may access any site where the
circuit provided under this Agreement terminates
(“Authorized Site") to deliver, install, maintain, inspect,
disconnect or remove any Service Equipment located
or to be located at such site.

(c) Service Equipment. Client will ensure that any
Service Equipment is installed, used, stored and
maintained in a manner and in an environment which
conforms to  the relevant  manufacturer's
specifications, any specifications provided by eHealth
Ontario and this Agreement. Client will be responsible
for the loss of and risk or damage to the Service
Equipment, except where caused by the negligence or
wilfut misconduct of eHealth Ontario.

(d) Modifications.  eHealth Ontario in its sole
discretion may replace or modify any item of Service
Equipment, so long as doing so does not have a
material adverse impact on the Services in connection
with which that item of Services Equipment was
originally provided.

() Ownership. Service Equipment remains the
property of eHealth Ontario or its suppliers, and Client
shall not acquire any interest in, nor file or permit any
liens or other encumbrances upon the Service
Equipment.

() Return. Upon the termination of any Service in
connection with which any Service Equipment was
provided, Client is responsible for ensuring the return

of that Service Equipment to a location in the Province
of Cnjtario designated by eHealth Ontario.

(g9) [Equipment. Except for Service Equipment,
Client is responsible for providing any equipment,
softwre or services required by Client to access and
use 4l or part of the Services.

3.6 |Support. eHealth Ontario will provide Client with
techriical support and assistance relating to the
Services through a help desk available by telephone.
eHedth Ontario may change the applicable telephone
numter from time to time. eHealth Ontario does not
guardntee that it will be able to verify or resolve all
problems presented by Client to the help desk. Client
ackngwledges that Client and not eHealth Ontario is
respdnsible for resolving any problems with Client's
own fechnology infrastructure.

3.7 |Intellectual Property. No intellectual property
rightg are transferred by eHealth Ontario to Client by
this |Agreement.  Client will not remove any
iflentiality, copyright or other proprietary rights

Any additional services
to the Services that are requested by Client

and conditions of this Agreement.
ARTICLE 4 SECURITY AND ACCEPTABLE

Compliance. Client acknowledges that it has
the eHealth Ontario Policies and agrees to
ly with the eHealth Ontario Policies. Client will
cause its End Users to read and to comply with the
eHealth Ontario Policies. Any violation of any eHealth
Ontario Policy or any laws by Client (or by any End
User} is a material breach of this Agreement by Client
and |eHealth Ontario may, in its sole discretion,
restrict, suspend or terminate the Services, upon
n notice, without an opportunity to cure

under this section, eHealth Ontario will respond
_manner proportional to the severity of the

Polidies, from time to time, in its sole discretion, and
Client agrees to abide by the eHealth Ontario Policies
as amended from time to time. eHealth Ontario will
give [Client notice of any such changes to the eHealth
Ontdrio Policies. CLIENT'S CONTINUED USE OF
THE| SERVICES CONSTITUTES ACCEPTANCE OF
SUCH CHANGES.

ARTICLE 5 PRIVACY AND CONFIDENTIALITY
5.1|*Confidential Information” means any and all
information and materials, which; (i) are designated in

Page 4 of ¢
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writing, as confidential at the time of disctosure, or (ii)
if disclosed orally or visually, are designated in writing,
as confidential, within thirty (30) days of disclosure, or
(i) a reasonable person, having regard lo the
circumstances and the information, would regard as
confidential,

5.2 "Personal Information” means any personal
information including personal health information
which is required to be protected pursuant to the
Personal Health Information Protection Act, 2004
("PHIPA") or the Freedom of Information and
Protection of Privacy Act (‘FIPPA") (each as amended
from time to time) or any other laws, reguiations or
judicial decislons applicable in the Province of Ontario
pertaining to the protection of personal information as
are in effect at this time or may be in effect during the
term of this Agreement (‘Privacy Laws"). Personal
Information is a subset of Confidentlal Information.
5.3 Confidential Information. Both parties recognize
that the protection of Confidential Information by the
receiving party (the “Recipient’} is of vital importance
to the party disclosing that information (the “Disclosing
Party”). As between the Disclosing Party and the
Recipient, the Disclosing Party is the owner of its
Confidential Information, and except to the extent set
out in this Agreement, no interest, license or other
right in or to that Confidential Information is granted to
the Recipient or implied simply by the disclosure of
that Confidential Information.

5.4 Unless it is also Personal Information,
Confidential [nformation does not include information
which:

(a) is or at any time becomes in the public domain
other than by a breach of this Agreement or breach of
any agreement between the Disclosing Party and a
third party;

(b) is known to the Recipient (as substantiated by
cogent and reliable written evidence in the Recipient's
possession) free of any restrictions at the time of
disclosure;

(¢) is independently developed by the Recipient
through individuals who have not had either direct or
indirect access to the Disclosing Party's Confidential
Information; or :
(d) is disclosed to the Recipient by a third party who
had a right to make such disclosure.

5.5 As Is. ALL CONFIDENTIAL INFORMATION
PROVIDED BY A DISCLOSING PARTY 1S
PROVIDED ON AN "AS S’ BASIS, WITHOUT ANY
WARRANTY, REPRESENTATION OR CONDITION
OF ANY KIND.

5.6 Obligations. The Recipient will:

(@ use the Disclesing Party's Confidential
Information only in accordance with this Agreement
and only for the purpose of fulfilling its obligations and
exercising its rights under this Agreement, and will not
use, manipulate or exploit the Disclosing Party's
Confidential Information for any other purpose,

(b) use the same degree of care to protect the
Disclosing Party's Confidential Information as the
Recipient would protect its own confidential
information of a like nature and in any event using a
standard no less than a reasonable degree of care;
(c) disclose the Disclosing Party's Confidential
Information only to the Recipient's employees,
subcontractors or agents who have a need to know
and are bound by a written contract to keep the
Confidential Information of third parties confidential at

ONE Network Order Agreement Version 2.1 - March 31, 2008
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least to the same extent as set forth in this
Agreement; and
(d) notify the Disclosing Party immediately upon

* becoming aware of any unauthorized use, access of

or disclosure of the Disclosing Party's Confidential
Information.

5.7 Termination. Upon the termination of this
Agreement,, the Recipient will (i) return all
Confidential Information disclosed to it by the
Disclosing Party and all copies thereof, regardless of
form; or (i) securely destroy any such Confidential
Information that cannot be retumed. Notwithstanding
the foregoing in this section 5.7;

(a) eHealth Ontario may retain any back-up tapes or
disks produced in conjunction with the Services until
such time as they are scheduled to be destroyed in
accordance with eHealth Ontario’s policies and
procedures with respect to the retention of back-ups.
(b) Either party may retain any Confidential
Information of the other party that it is required to keep
pursuant to any law applicable in the Province of
Ontario for so long as it is required to do so.

5.8 By Law. Neither party shall be liable for
disclosure of Confidential Information if disclosure is
required by the laws of the Province of Ontario,
provided that the Recipient, to the extent permitted by
law, notifies the Disclosing Party of any such
requirement as soon as legally permissible, so that
the Disclosing Party may seek a protective order or
other relief.

5.9 Injunctions. The Recipient agrees that the
unauthorized access, use or disclosure of the
Disclosing Party's Confidential Information will cause
irreparable injury to the Disclosing Party, and the
Disclosing Party is entiled to seek injunctive and
other equitable relief, as a matter of right.
5.10Privacy. Each party agrees to comply with all
Privacy Laws to which it is subject. PHIPA applies to
eHealth Ontario. For clarification, eHealth Ontario
provides services in the capacity of a ‘health
information network provider" under this Agreement.
As a health information network provider, eHealth
Ontario will comply with section 6(3) of Ontario
Regulation 329/04, made under PHIPA as amended
from time to time {the ‘PHIPA Regulation”). The
obligations of the PHIPA Regulation are satisiied by
the provisions of this Agreement. .
5.11Authorization. By Ontario Regulation 43/02
(amended to Ontaric Regutation 54/05) (as amended
from time to time), eHealth Ontario is authorized to
collect Personal Information for purposes connected
with the registration and authentication of its clients
and as otherwise necessary for the administration of
eHealth Ontario’s authorized activities.

5.12 Unauthorized Access or Disclosure, eHealth
Ontario shall notify Client as the first reasonable
opportunity if; a) eHealth Ontarlo accessed, used,
disclosed, or disposed of personal health information
other than in accardance with PHIPA; or b) an
unauthorized person accessed personal health
information. In the event that eHealth Ontario is
obliged to notify the Client pursuant fo this section,
eHealth Ontario shall provide notlce In accordance
with the following procedures: (1) eHealth Ontario
shall notify the Authorized Representative as soon as
reasonably practicable; (2) The contents of the notice
will include: (a) the date and time of the unauthorized
access, use, disclosure or disposal; (b) a description
in reasonable detail of the personal health information

t to the unauthorized access, use, disclosure or
disposal; (c) the circumstances surrounding the
i t, including who accessed, used, disclosed, or

shall identify the person who accessed the
tion and the date and time of the access; and

rsonal health ilnformation on any equipment
part of the eHealth Ontario network. With
to accesses, eHealth Ontario firewalls and

tion port. eHealth Ontario is only able fo
identify the client organization.

5.13| Client Obligations to Notify and Co-operate.
Client| wlll immediately report to eHealth Ontario all
securify or privacy incidents of which they are aware
involving the Services. When reporting any such
incident, Client will provide all information that it is
reasonably able to provide with respect to the
incideEt. Further, Client will provide reasonable
assistence and co-operation to eHealth Ontario to
invest|gate, verify and resolve the incident.

5.14 | Security and Privacy Assessments. eHealth
Ontarip shall provide to Client the results of any
ments of the Services done by or at the

of individuals who are the subject of that
tion. eHealth Ontario shall provide a copy of

er the summary is completed by eHealth
. Such reports shall set out the scope,
limitatjons, and associated risks of the assessments.
The Client is responsible for assessing and managing
any pfivacy and security risks associated with the use
of the[Services.

5.15| FOI Requests. With respect to requests for
access to information under FIPPA:

(a) Client acknowledges that all records that are in
the clistody or under the control of eHealth Ontario
are subject to the access provisions of FIPPA and that
eHeal Ontario cannot guarantee that the
confidentiality of any such records will be preserved if
a reqyest for access to it is made under FIPPA,

(b) To the extent permitted under FIPPA, eHealth
Ontarfo will inform Client of any request made of
eHealth Ontario under FIPPA for any records related
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to this Agreement that may reveal a trade secret or
scientific, technical, commercial, financial or labour
relations information supplied in confidence by Client
to eHealth Ontario so that Client may make
representations to eHealth Ontario with respect to the
proposed disclosure.

ARTICLE 6 PRICING, PAYMENT, AND COST
ALLOCATION

6.1 eHealth Ontario. eHealth Ontario will bear the
cost of delivering the Services. ;
6.2 Client.  Client will bear the cost and
responsibility of engaging and using the Services,
including but not limited to acquiring, installing and
maintaining any equipment (other than Service
Equipment) and telecommunications facilities required
by Client to obtain the Services and interconnect with
eHealth Ontario’s technology infrastructure.
ARTICLE 7 WARRANTIES AND LIMITATION
OF LIABILITY

7.1 Warranty. eHEALTHONTARIO WILL PROVIDE
THE SERVICES IN A PROFESSIONAL AND
WORKMAN-LIKE MANNER.

7.2 Disclaimer. CLIENT ACKNOWLEDGES THAT
THE SERVICES MAY NOT ALWAYS BE
AVAILABLE, AND WITH THE EXCEPTION OF ANY
EXPRESS WARRANTIES CONTAINED IN THIS
AGREEMENT, eHEALTH ONTARIO EXPRESSLY
DISCLAIMS ANY OTHER REPRESENTATIONS,
WARRANTIES, OR CONDITIONS WITH RESPECT
TO THE SERVICES OR OTHERWISE ARISING
FROM THIS AGREEMENT WHETHER EXPRESS
OR IMPLIED, PAST OR PRESENT, STATUTORY
OR  OTHERWISE, INCLUDING  WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OR
CONDITIONS OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE AND ANY
WARRANTY THAT THE SERVICES WILL BE
UNINTERRUPTED, SECURE OR ERROR FREE.

7.3 Limit. IN NO EVENT SHALL THE TOTAL
CUMULATIVE LIABILITY OF eHEALTH ONTARIO
(INCLUDING ITS REPRESENTATIVES AND
SUPPLIERS) TO CLIENT, ITS END USERS OR ITS
PATIENTS, FOR ANY CLAIMS ARISING OUT OF
OR RELATING TO THIS AGREEMENT, EXCEED AN
AMOUNT EQUAL TO THE SERVICE FEES PAID OR
TO BE PAID BY eHEALTH ONTARIO TO ITS
SUPPLIER(S) FOR THE AFFECTED CIRCUIT(S)
DURING THE SIX (6) MONTH PERIOD PRECEDING
THE DATE OF THE FIRST CLAIM MADE BY
CLIENT.

7.4 indirect Damages.  eHEALTH ONTARIQ
(INCLUDING ITS REPRESENTATIVES) SHALL NOT
BE LIABLE TO CLIENT, ITS END USERS OR ITS
PATIENTS IN ANY WAY WHATSOEVER, FOR ANY
INDIRECT, PUNITIVE, INCIDENTAL, SPECIAL OR
CONSEQUENTIAL DAMAGES, INCLUDING BUT
NOT LIMITED TO, LOSS OF DATA, REVENUE OR
PROFIT RESULTING FROM OR ARISING IN
CONNECTION WITH THIS AGREEMENT OR THE
PROVISION OR USE OF THE SERVICES OR THE
PROVISION OR USE OF ANY SERVICE
EQUIPMENT. THIS LIMITATION SHALL APPLY
WHETHER OR NOT SUCH DAMAGES ARE
FORESEEABLE, OR WHETHER THE DEFAULTING
PARTY HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

7.5 Exclusions. THE LIMITATIONS OF LIABILITY
SET OUT IN THIS ARTICLE 7 DO NOT APPLY TO
ANY CLAIM ARISING FROM WILFUL MISCONDUCT

ONE Network Order Agreement Version 2.1 - March 31, 2008
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OF eHEALTH ONTARIO OR CLIENT, OTHERWISE,
THE FOREGOING PROVISIONS LIMITING THE
LIABILITY SHALL APPLY REGARDLESS OF THE
FORM OR CAUSE OF ACTION, WHETHER IN
CONTRACT OR TORT (INCLUDING NEGLIGENCE),
OR A BREACH OF A FUNDAMENTAL TERM OR
CONDITION OR A FAILURE OF ESSENTIAL
PURPOSE.

ARTICLE 8 MISCELLANEQUS

8.1 Governing Law. This Agreement will be
governed by the laws of the Province of Ontario and
the laws of Canada applicable therein, without
reference to the conflict of laws provisions. The
parties consent to the jurisdiction of the courts of
Ontario.

8.2 Force Majeure. Neither party will be liable for
any failure or delay in its performance under this
Agreement due to any cause beyond its reasonable
control that could not have been avoided by the
exercise of reasonable foresight provided that such
party gives the other party prompt notice of such
cause, and uses its reasonable commercial efforts to
promptly correct such failure or delay in performance.
If eHealth Ontario is unable to provide Services for a
period of thirty (30) consecutive days as a result of a
continuing force majeure event, either parly may
terminate this Agreement upon written notice to the
other party without any further liability or obligation of
either party hereunder.

8.3 Notice. Notices sent to eHealth Ontario shall be
sent fo eHealth Ontario's head office and to the
attention of the Vice President of Client Services.
Notices sent to Client will be sent to the Authorized
Site to the attention of the Primary Contact identified
on the order form at the start of this Agreement.

8.4 Enlire Agreement. The Agreement constitutes
the complete agreement between eHealth Ontario and
Client with respect to the subject matter hereof and
supersedes and  replaces all prior or
contemporaneous  discussions and  agreements
regarding such subject matter.

8.5 No waiver of any part of this Agreement will be
deemed to be a waiver of any other provision. No term
of this Agreement will be deemed to be waived by
reason of any previous failure to enforce it. No term of
this Agreement may be waived except in a writing
signed by the party waiving enforcement.

8.6 Assignment,  Client may not assign this
Agreement, either in whole or in part, without the prior
written consent of eHealth Ontario which will not be
unreasonably withheld.
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SCHEDULE ONE - ACCEPTABLE USE POLICY

1. SUMMARY. This policy establishes the acceptable
use requirements for eHealth Ontario (‘eHealth
Ontario”) products, services and the technology
infrastructure used by eHealth Ontario to provide
them. eHealth Ontario may revise this policy from
time to time in its sole discretion. Revised versions of
this policy will be posted at www.www.eHsalth
Ontario.on.ca, and notice of the revision will be given
to you in accordance with the agreement pursuant to
which eHealth Ontario provides products or services
to you.

2. Scope and Application. This policy applies to all
users.  Any person who accesses or uses the
technology infrastructure or uses a product or service
provided by eHealth Ontario is a “user’. A “person’
includes any individual, person, estate, trust, firm,
partnership or corporation, government or any agency
or ministry of any govemment, and includes any
successor to any of the foregoing.

3. Accountability. Each client organization is
responsible for any access or use of the technology
infrastructure or any product or service provided by
eHealth Ontario made by any user who is an
individual and who obtained his or her user ID and
password to access the technology infrastructure and
any product or service provided by eHealth Ontario
from that client organization or at the direction of that
client organization.

4. Acceptable Use. Users are permitted to use
eHealth Ontario’s products, services and technology
infrastructure  for  health care-related  business
activities, Unacceptable use refers to any illegal use
or any inappropriate use as defined in this policy.
Users must not use the products, services or
technology infrastructure in  any manner that
constitutes an unacceptable use.

5. Inappropriate and lllegal Use.

5.1 lllegal use is the creation, collection, transmission,
storage or exchange of any material in violation of any
applicable law or regulation. lllegal use includes but is
not limited to:

(a) defaming other persons {e.g. spreading false
allegations or rumours about others);

(b) uniawfully accessing, destroying, encrypting or
altering information;

{c) making, possessing or distributing computer
programs that are designed to assist in obtaining
unlawful access to computer systems unless
authorized by eHealth Ontario;

(d) wilfully promoting hatred against any identifiable
group or individual by communicating such
statements outside of private conversations;

(e) harassing other persons electronically (e.g.,
making threats to a person's safety or property);

(f) possessing, viewing, downloading, transmitting, or
storing any child pornography or any involvement
whatsoever with the traffic of such material;

(g) using another user's password, secure token,
digital certificates, or any other identifier to engage in
any illegal activity; and

{h) breaching copyright, trade secret, or other
intellectual property rights (e.g., breaching software
licences, pirating recorded music or movies or
stealing trade secrets).

5.2 Inappropriate use includes, but is not limited to,
any of the following behaviours or any other behaviour
that may jeopardize eHealth Ontario’s products,
services, technelogy infrastructure or ability to operate
or expose eHealth Ontario to civil liability:

(a) wilfully bypassing or subverting eHealth Ontario
physical, logical or procedural safeguards such as
firewalls, webiltering software or other access
controls;

(b} vandalism, which is defined as any malicious
aftempt to hamm or destroy the information of another
user, the Internet or other networks;

(c) harassment, including but not limited to persistent
non-work related contact with ancther user when such
contact is unwelcome or creating a poisoned work
environment by accessing, displaying, storing,
downloading or transmitting any content which is
offensive;

(d) the sending of unwanted e-mail or unsolicited
commercial or advertising material to any other
person;

(e) deliberate unauthorized access to information,
facilities or services accessible through the eHealth
Ontario infrastructure;

() unauthorized wuse, destruction, encryption,
alteration or disclosure of personal information,
business trade secrets, or sensitive eHealth Ontario
information; :

(g) sending anonymous messages or impersonating
any other person;

(h) selling, sharing or otherwise redistributing eHealth
Ontario products or services without written
authorization from eHealth Ontario; or

(i) electronic gambling over the Internet,

6. Security. Users must ensure that passwords,
secure tokens, digital certificates and any other
identifiers used by the user to directly or indirectly
gain access to the products, services or technology
infrastructure are safeguarded.

7. Breaches of This Policy.

7.1 Users and client organizations must report all
breaches of this policy of which they are aware to
eHealth Ontario. Users must do so through the help
desk from which they receive technical support, and
client organizations must contact eHealth Ontario
directly.

7.2 eHedlth Ontario reserves the right to investigate
suspectgd breaches of this policy, and users and
client organizations will cooperate when asked to
assist in gny such investigation.

7.3 eHgalth Ontario may, in its sole discretion,
suspend| or revoke a user's access to eHealth
Ontario products,  services, or technology
infrastrugture should such user breach this policy.

7.4 Client organizations will co-operate with eHealth
Ontario ¢n the management of breaches of this palicy.
This regponsibility includes, but is not limited to,
assisting with the development and distribution of
communjcations regarding breaches or incidents.

7.5 Bregches of this policy may result in criminal
prosecution or civil liability.

ugh eHealth Ontario is not obligated to
ntent and assumes no responsibility for any
information or material that is transmitied by users of
the products, services, technology infrastructure or
Internet,|leHealth Ontario reserves the right, subject to
all app]cabie laws relating to the protection of

personal information, to investigate content posted to
or trangmitted over eHealth Ontario's technology
infrastrugture and may block access to, refuse to post,
or remoye any information or material that it deems to
be in breach of this policy.

Ith Ontario may report breaches of this policy
by a user to the client organization

or unentorceable, then that provision will be enforced
to the ektent permissible, and all other provisions will
remain in full force and effect.
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1. Additional Definitions. In addition to those
definitions set out elsewhere in this Agreement, the
following definitions apply to this Schedule:

{a) “Client Equipment’ means any equipment of
software in the possession or control of Client that Client
uses in conjunction with the Services that is not Service
Equipment,

{b) "Client Netwark" means any network(s) operated or
controlled by Client up to the demarcation point where
such network(s) interconnect with eHealth Ontario’s
technology infrastructure,

{c) "ONE Network Remote” means the remote virtual
private network,

(d) "ONE Network” means the managed private network
operated by eHealth Ontario. '
2. eHealth Ontario Safeguards. eHealth Ontario has
designed and implemented the ONE Network as a
secure private network to be used by health care
professionals when communicating with each other. For
further information on the types of safeguards that
eHealth Ontario uses, please contact eHeaith Ontario.

3. Client Data. Client is responsible for any materials
that Client transmits over the ONE Network and
determining whether such materials can appropriately
be transmitted over.the ONE Network without encryption
or other safeguards (given the nature and sensitivity of
the materials being transmitted). If Client determines
that any safeguard is required when transmitting such
materials, Client will implement such safeguard, As
well, Client is responsible for verifying the accuracy of
any data that it receives over the ONE Network.

4. Equipment. Client is responsible for the security of
the Service Equipment and Client's own tangible assets,
including but not limited to Client Equipment, premises
and utilities. This obligation includes maintenance of an
inventory of Client's assefs forming part of the Client
Network, identification of possible risks and
implementation of administrative, physical and technical
means to secure such assets.

5. Safeguards. Client is responsible for managing the
security of Client Equipment to reasonably limit the risk
that Client Equipment will be accessed and used to
attack the eHealth Ontario ONE Network or systems
connected to it. This obligation includes but is not
limited to establishing security policies and
implementing appropriate physical, procedural and
technical controls to prevent, detect and respond to
security violations.

6. No Changes. Client will not connect to, modify,
reconfigure, or alter the Service Equipment in any
manner without the prior written approval of eHealth
Ontario.

7. Infrastructure and Environment. Client will provide
the infrastructure and environment necessary for the
safe operation of the Service Equipment such as
locating the Service Equipment in a dry, clean, well
ventilated, and temperature controlled location and
providing an appropriate uninterrupted power supply.
All Service Equipment must be placed on a rack or
appropriate shelf and positioned to provide ample
working space in and around it.

8. Compatibility. From time to time, eHealth Ontario
may provide to Client certain guidelines with respect fo
Client Equipment. Client acknowledges that it may not
be able to receive and use the Services (because of
compatibility issues) should its Client Equipment not
conform fo such guidelines,

ONE Network Order Agreement Version 2.1 - March 31, 2008
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SCHEDULE TWO - SECURITY POLICY

9. Client Network Securify. Client is responsible for
the security and operation of Client Network, and Client
will use organizational, administrative, physical and
technical means fo limit physical and virtual access to
any computer terminal or other device interconnected
with the ONE Network. Client will:

{a) implement and regularly up-date reasonable anti-
virus and anti-spam software on the Client Network;

(b) regularly monitor the Client Network for security
breaches;

{¢) implement such controls as are reasonably
necessary fo prevent security breaches relating to the
Client Network and, in any event, use commercially
reasonable efforts to minimize the impact of any security
breaches on the Client Network; and

{d) regularly monitor the Client Network and appfications
used on the Client Network in a manner consistent with
good network administration practices.

10. Access Control. Client will use crganizational,
administrative, physical and technical means to protect
any user identifications, passwords, secure tokens or
other authentication credentials assigned to Client or
Client's End Users that enable them to connect to the
ONE Network or obtain services over the ONE Network.
11. Passwords. Should Client determine that a
password or any other user authentication credential
has been or may have been compromised, Client's
Primary Contact (as set out in the order form at the start
of this Agreement) will report that incident or concem to
the help desk from which Client receives technical
support.

12. Program. Client will establish its own security
program that includes an incident response approach
and risk management process. At a minimum, Client
will, and shall cause its End Users to, immediately report
all actual or potential security incidents affecting the
ONE Network or any network connected to the ONE
Network of which they are aware to Client's Primary
Contact who will immediately report them to the help
desk from which Client receives technical support.
When reporting any such incident, Client will provide all
information that it is reasonably able to provide with
respect to that security incident and reasonable
assistance {o enable eHealth Ontario to verify and
resolve that security incident. eHealth Ontario will use
commercially reasonable efforts to resolve each such
security incident,

13. Third-Party Networks. Client is responsible for; (i)
putting in place safeguards (such as security gateways
and firewalls) to prevent any network traffic originating in
a third party network from being routed- through the
Client Network directly to the ONE Network; and (i)
maintaining appropriale configuration and security
controls over the Client Network to reasonably ensure
that no person who has accessed the Client Network
from a third party network may use any computing
device forming part of the Client Network to gain
unauthorized access to the ONE Network. If eHealth
Ontario acting reasonably (after having given Client an
opporiunity to improve ifs security safeguards)
determines that Client is unable to secure the Client
Network as described in this section 13, Client agrees to
relinquish such connections between the Client Network
and any network other than the ONE Network as are
needed to secure the Client Network in such a manner.

14. Remote Access. Client will not connect remotely
her than from Authorized Site} to eHealth Ontario’s

ain name service ("DNS"} or dynamic host control
(*DHCP"} in connection with any circuits
ing part of the ONE Network.

Additional Firewall. eHealth Ontario does not
ommend that Client deploy any firewall between any
snjall office firewall appliance provided by eHealth
Onjtario (if applicable} and Client Network. However,
shpuld Client wish to provide its own additional firewall
sefvice, Client will

{a} be responsible for creating and administering its own
refpote virtual private network solution;

(b} be responsible for managing its own local area
nejwork address space including the potential use of a
DHCP service and use of DNS;

(clibe responsible for ensuring that its additional firewall
sefvice performs network address transtation (NAT) and
stgteful inspection; and

(d} not enable P forwarding on any sewver or
workstation deployed within the Cllent Network.

18} Tools. Client will not run network contouring,
vulherability assessment, hacking tools, or configuration
todls against any Service Equipment or any network
cirguits provided pursuant to this Agreement.

19] Client Contact. Client's Primary Contact is
regponsible for coordinating all matters relating to End
Uspr access (including password changes and the
addlition, modification or removal of End Users with
eHpalth Ontario) and shall be the sole representative of
Clignt who is authorized to communicate any related
requests fo eHealth Ontario.

20; Compliance. Upon the request of eHealth Ontario
acng reasonably, Client will provide fo eHealth Ontario
evidence of its compliance with all or part of this
Seturity Policy.

()
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SCHEDULE THREE ~ PLAIN LANGUAGE DESCRIPTIONS

1. Network Services. ONE Network allows health care
providers to confidently share information over a high-
speed network built for health care.  When eHealth
Ontario provides Network Services to Client, eHealth
Ontario is providing one or more telecommunications
circuits fo Client which will result in one or more
networks under the control of Client bsing
interconnected  with - eHealth Ontario’s technology
infrastructure. A circuit may be based on any one of a
number of technologies such as a digital subscriber line,
cable or satellite. Where circumstances warrant, fibre
optic connectivity may also be used.

2. Security and Privacy Safeguards.

2.1 All eHealth Ontario Products and Services. eHealth

Ontario’s security program is based on two standards

from the International Organization for Standardization

(180}, as recommended by the Government of Canada:

o ISOAEC 17799:2005, ~ Code of Practice for
Information Security Management, and

¢ [SOMEC 27001:2005, - Information Security
Management Systems ~ Requirements.

and is in compliance with the Personal Health

Information Protection Act and the Freedom of

Information and Protection of Privacy Act. Security of

information and protection of privacy within, and by use

of, eHealth Ontario's products and services is achieved
by collaboration of all parties who are partners in
providing or using these services. For its part, eHealth

Ontario has implemented the following safeguards:

(i) Administrative Safeguards

» eHealth Ontario regularly reviews and enhances its
security policies and is in the process of developing
supporting  governance  documentation.  (e.g.
Information Security Operating Directives) Staff and
contractors read the relevant policies and sign that
they have read and understood them.

¢ eHealth Ontario has mandatory security staff
awareness and training programs.

+ eHealth Ontario Staff and contractors generally have
no ability or permission to access personal health
information. If access to personal health information
is required in the course of providing eHealth Ontario
services, individuals are prohibited from using of
disclosing such information.

o Al staff and coniractors must sign confidentiality
agreements and undergo criminal- background
checks prior to joining eHealth Ontario. eHealth
Ontario has a security screening policy that requires
staff to have an appropriate level of clearance for the
sensitivity of the information they may access.

+ Client obligations, for their part in maintaining
security, are detajled in individual contracts and
Service Level Agreements (SLAs).

» ¢Health Ontaric ensures, through  formal
contracts/SLAs, that any third party it retains to assist
in providing services fo health information custedians
will comply with the restrictions and conditions
necessary for eHealth Ontario to fulfil its legal
responsibilities.

o gHealth Ontario staff, consultants, suppliers and
clients must promptly report any security breaches to
eHealth Ontario for investigation.

o Security risk assessments are conducted as part of
both productservice development and client
deployments. Mitigation activities are well
established and tracked as part of each assessment.

ONE Network Order Agreement Version 2.1 - March 31, 2008
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eHealth Ontario provides a written copy of the results
of a security risk assessment to the affected health
information custodians,

eHealth Ontario has established a formal risk
management program, including an enterprise risk
management policy and guidelines.

eHealth Ontario conducts regular independent
vulnerability assessments of technical configurations
and operational security practices.

{if) Technology Safeguards

L

For access to sensitive systems, strong passwords,
secure tokens, and other authenticators are required.

Administrative access to all IT equipment is

controfled via strong, two-factor authentication, and
is recorded.

eHealth Ontaric monitors and manages network
traffic using security mechanisms such as routers,

switches, network firewalls, intrusion  detection

systems, and anti-virus programs,
eHealth Ontario encrypts all data stored on staff
computers,

{iif) Physical Safeguards

The eHeaith Ontario datacentres are purpose-built
facilities, physically secured against unauthorized
access, and are staffed and monitored continuously
by security personnel.

Datacentre physical security conirols have been
validated by an independent third party in
accordance with federal government standards.
eHealth Ontario requires escorted access af all times
for third party vendors and maintenance personnel
who require access {o the datacentre.

2.2 ONE Network Safeguards. In addition to the generic
safeguards which apply to all eHealth Ontaric products
and services, the following security safeguards are in
place for ONE Network:

{i) Core Network Safeguards

ONE Netwark Enterprise is segregated from the
Internet, and is protected by a defence-in-depth
approach against threats originating from external
networks.

Clients are expected to take appropriate measures to
segregate their own intemal network(s) from
untrusted networks,

ONE Network Enterprise equipment is deployed for
exclusive use by eHealth Ontaric to provide the ONE
Network service, and is operated in accordance with
eHealth Ontario practices and policies.

ONE Network Enterprise is implemented province-
wide via dedicated optical fibre links, where possible,
providing a high level of protection against
interception or modification of network traffic. Where
fibre is not available, eHealth Ontario makes use of
carrier networks and employs IPSec tunnels.

Alt Clients sign agreements that they will ensure
ONE Network Enterprise  equipment on  their
premises will be located in physically secure
environments that will be controlied and monitored.
eHealth Ontario is developing and ‘implementing
network monitoring capabilities and a full enterprise
securily and privacy incident management program,
All changes to the network are controlled by eHealth
Ontario and subject to formal eHealth Ontario
change management practices.

» Administrative personne! have no access to the e-

Health data flowing through the ONE netwark.

(ii) ONE Network Access Safeguards

Bgcause ONE Network Access is provisioned via 3rd-
party network service providers, eHealth Ontario does
ngt have the same degree of control over these
ngtworks as it does for the core network. To maintain
thp security of e-

Health communications flowing through the access
gtworks, eHealth Ontarlo implements additional
gourity safeguards:

All communications to and from eHealth Ontario-
hosted e-Health applications are automatically
encrypted when traversing the access networks.

« | Every network point of access has controls for
protecting the network from security threats, whether
malicious or unintentional.

e | eHealth Ontario optionally provides clients with a
secure means of accessing their office network from
a remote location (via the ONE Network Remote
service).

« | eHealth Ontario optionally provides encrypted private
communications between client sites (e.g. for
geographically separated offices belonging to the
same organization).

w3
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OTN MEMBERSHIP AGREEMEN’

THIS AGREEMENT made as of the 1sday of May 2011 (the “Etfective Date”), between

(“OTN?”), a corporation incorporated under the laws of Ontario, of 105 Moatfield Drive

0A2 and The Corporation of the City of London (Dearness Home) of 710 Southdale Roac

IR8 (the “Member”).

In consideration of the mutual covenants contained herein and the receipt of other good and

Parties acknowledge, this Agreement provides as follows:

ARTICLE 1 - INTERPRETATION

1. Definitions - In this Agreement, the following terms shall have the meanings set out below:

Sy

“Agreement” means this agreement, including all attached schedules and appendica
referred to herein as forming part hereof and available at www.otn.ca, as the same
restated or replaced from time to time;

“Business Day” means any day other than Saturday, Sunday or any statutory or ciy
Ontario;

ntario Telemedicine Network
gite 1100, Toronto ON M3B
East London ON N6E

valuable consideration, which the

s and all documents specitically
may be supplemented, amended,

ic holiday observed in Toronto,

“eHO” means eHealth Ontario, an agency of the Provincial Crown or any successor thereto;

“HIC” means a Health Information Custodian as set out under PHIPA;

“including” means “including without limitation” and the term “including” shall not
statement which it follows to the specific or similar items or matters immediately follow

“Live Site Notice” means an email that is created and issued by OTN advising that the N
the Videoconferencing Network and is available to participate in telemedicine activity
trained and authorized to carry out;

“Member” has the meaning set out above;

“Ministry” means the Ministry of Health and Long-Term Care (Ontario) or
responsibilities for OHIP;

“Network Equipment” means data communications hardware and networking ed
switches, access to which is provided by OTN to the Member pursuant to this agreement

“normal business hours” means the hours between 8:30 a.m. and 5:00 p.m. on a Busine

“OTN” means Ontario Telemedicine Network;

pe construed to limit any general
ng it;

llember’s site or system is live on

for which the Member has been

any successor Ministry having

uipment, including routers and

ss Day;

“OTN’s RMSS” means OTN’s Referral Management and Scheduling Service, access
number;

“QHIP” means the Ontario Health Insurance Plan;
“Party” means OTN or the Member; “Parties” means both of them;

“PHI” means personal health information;

ble through a toll-free telephone

“PHIPA” means the Personal Health Information Protection Act, 2004, S.0. 2004, c.}, Sched. A and the regulations

thereunder;

“Services” means the various services offered from time to time by OTN to the Member hereunder primarily to permit the
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Member to render Telemedicine Services and includes the services more specifics
including the technical services set out under the TSLA;

“Standard Equipment and Systems” means the equipment and systems supported by
under the TSLA;

“Telemedicine Coordinator” means the person designated by the Member pursuant to §

lly described under Section 2.1

DTN from time to time, as set out

Section 3.2(a);

“Telemedicine Services” means the use of videoconferencing and other information gnd communication technology to

connect health care providers and patients in ways that enable them to overcome the bary

“Third Party” means any individual, organization or entity that is not directly associ
that the Member permits to access and use the Videoconferencing Network;

iers created by time and distance;

ated with a Member of OTN and

“TSLA” means the technical service level agreement posted at www.otn.ca which forms a part of this Agreement and

which outlines the technical services available to the Member and delineates th
performance targets and constraints associated with the provision of these technical serv

“User” or “Users™ means (a) an individual, organization or entity affiliated with
limitation, employees, volunteers, students, agents or independent contractors of the Me
access and use the Videoconferencing Network, or (b) a Third Party, as applicable;

“Yideoconferencing Equipment” means all hardware and, as applicable, softw
platforms, codecs, medical devices, but excluding all Network Equipment) that facilitate
the Videoconferencing Network for the provision of Telemedicine Services.

“Videoconferencing Network™ means the point-to-point and multi-point electronic te
enable the Member to provide the Telemedicine Services through videoconferencing ar

e mutual roles, responsibilities,
ces by OTN to the Member;

the Member (including, without
mber) that the Member permits to

re (including videoconferencing
s the ability of the Member to use

chnologies operated by OTN that
d which may also be used by the

Member for administrative, educational or other clinical purposes.

1.2 Headings — The division of this Agreement into articles, sections and schedules and the insertion of headings are for
convenience of reference only and shall not affect the construction or interpretation of this Agreement. All uses of the
words “hereto”, “herein”, “hereof”, “hereby” and “hereunder” and similar expressions réfer to this Agreement and not to
any particular section or portion of it. References to an Article, Section or Schedule refer to the applicable article,
section or schedule of this Agreement.

1.3 Number and Gender; Extended Meanings
Unless otherwise specified, words importing the singular include the plural and vice versa and words importing gender
include all genders.

1.4 Schedules — The Parties acknowledge that the schedules attached hereto and the documents specifically referred to as
forming part of this Agreement and form an integral part of this Agreement and agree to|be bound thereby.

1.5 Inconsistencies — In the event of a conflict between:
a) the main body of this Agreement and the Schedules, the Schedules will prevail; and
b) the TSLA and this Agreement, this Agreement shall prevail.

ARTICLE 2 - OTN OBLIGATIONS

2.1 Services — OTN will make all reasonable efforts to provide the Member with the following services:
new site set up and technology deployment;
technical support provided through a toll-free help desk;
¢) account management support including: Telemedicine Services adoption support| regional leadership and program
development;
Telemedicine Services training;
referral management and scheduling of services through OTN’s RMSS;
warranty management;
web-streaming;
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h) gateway services (which provide access to videoconferencing sites across North America); and
i) technical support services such as bridging and network services as detailed in the TSLA.

2.2 Broadband Network Management — In the event that the Member does not have appropriate broadband connectivity, OTN shall, at
the request of the Member, act as an agent of the Member to specify and order an appropriate network connection from
eHO. In the event that an eHO circuit is not made available to the Member, the Menjber shall provide the appropriate
broadband IP connectivity and shall make all reasonable efforts to ensure that su¢h IP broadband connectivity is
compatible with Standard Equipment and Systems.

2.3 Network and Videoconferencing Equipment
a) Network Equipment
OTN shall loan the Member the necessary Network Equipment for new or modified finstallations when necessary and
appropriate. Such equipment will be selected, configured and installed by or on belalf of OTN in its sole discretion;
provided that where the Member employs technical staff OTN will, where possible, consult with such staff as
appropriate. The Network Equipment will be owned, operated and maintained by DTN and, at OTN’s option, shall
be returned by the Member to OTN, upon the termination of this Agreement in the same condition as when received
save and except for reasonable wear and tear. During normal business hours, the
on-site and remote access to all Network Equipment on the Member’s premises as may be required by OTN from
time to time. OTN shall make all reasonable efforts to provide the Member with gdvance notice prior to accessing
such equipment.
b) Videoconferencing Equipment
The Member shall provide OTN with remote access and, during normal busindss hours, on-site access, to all

Videoconferencing Equipment on the OTN Network, as may be required by OTN
make all reasonable efforts to provide the Member with advance notice prior to acce:

¢) At the discretion of OTN, Videoconferencing Equipment may be (i) granted or loane
conditions, obligations and requirements set out in, as applicable, the equipment |
Loan Agreement™) or the equipment grant agreement (the “Equipment Grant Ag
and as they may be developed and posted at http://www.otn.ca/en/resource-library
with each of the applicable agreements; or (ii) purchased directly by the Member |
(the “Purchased Equipment”).

d) Member agrees that in order to avail itself of the Membership benefit of enhanced ted
(i) the Member hereby appoints OTN as its agent to act on its behalf with the appli

(i)

(iii) Member shall indemnify and hold harmless OTN, its affiliates and repreg

2.4 Physician and Dental Surgeon Billing
In respect of Telemedicine Services that the Member’s physicians provide to patients ova
Network,

(a) prior to using the Telemedicine Services, each physician must be properly registere
required documentation with OTN which will be forwarded by OTN to OHIP for its req
(b) upon OTN forwarding such documentation, each physician’s billing and payment ar!
Telemedicine Services will be carried on between the physician and OHIP directly, wh
that each physician submit bills regarding the Telemedicine Services directly to OHIP

matters relating to ongoing warranty-support of (x) Videoconferencing Eq
Equipment Grant Agreement or loaned in accordance with an Equipment Loar
the terms set out in the Equipment Grant Agreement or the Equipment Loan A
Purchased Equipment (collectively, “Warranty Support”);

OTN shall (x) carry out the ordinary course of administrative responsibil
Warranty Support, including without limitation managing first and second tier,
generating service requests in connection with same, and (y) take such other
require for the due and proper performance of the foregoing; and

consultants and others retained by OTN from time to time to pertorm) from &
(including reasonable legal fees) which any of them may suffer or incur resu
agency appointment, provided that OTN acted within the scope of its authority
guilty of wilful misconduct in connection with such actions. For greater cert
liable for any acts, defaults or liabilities of Member, its representatives or any U

ember shall provide OTN with

from time to time. OTN shall
sing such equipment.

1 to the Member pursuant to the
van agreement (the “Equipment
reement”) as they currently exist
, and Member agrees to comply

rom the vendor and/or integrator

hnical services

able vendor and/or integrators in
lipment granted pursuant to an
Agreement, in accordance with
greement, as applicable, and (y)

ties related to the provision of
support for such equipment and

factions as OTN may reasonably

entatives (including employees,
Il losses, expenses and damages
ting from or arising out of such
as set out hereunder and was not
ainty, in no event shall OTN be
Ser,

rthe Videoconferencing

d with OHIP by completing the
ords, and

rangements with respect to the
ch will include the requirement
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ARTICLE 3 - MEMBER OBLIGATIONS

3.1 Membership and One-Time Set-up Fees
In consideration for the OTN obligations hereunder, the Member shall pay OTN the app

Schedule “A”.

obligations throughout the term of this Agreement, and agrees that the provision of thi

and use of the Videoconferencing Network by the Member are subject to such compliar

a) designating an individual as the Telemedicine Coordinator who shall: act as the prim
time to this role as set out in Schedule A, where specified; and, meet all of the respo

b) assigning an administrative and technical contact to interact with OTN in the event 1
is not responsible for overseeing administrative matters in addition to te
Videoconferencing Network;

¢) participating in technical, telemedicine process and/or clinical training initiativ
maintain the integrity of the Videoconferencing Network and to ensure that the
Videoconferencing Equipment over the Videoconferencing Network according to bg

d) participating in one or more site readiness assessments to enable OTN to review vari
staffing, training, connectivity and room space for providing Telemedicine Services

e) ensure that the Videoconferencing Network and the Services are only used for the pu

Services and for other health related, clinical, administrative and educational purposes

writing with OTN;

f) scheduling all non-emergency uses of the Videoconferencing Network solely and ex

or through OTN’s scheduling portal or through another mutually agreed scheduling pr

g) assuming sole and exclusive responsibility:

i) for any applicable costs related to videoconferencing calls made by the Mem
ISDN gateway or OTN’s Internet Protocol gateway to connect to sites
network; and

ii) for any fees charged by persons or entities that are not members of OTN, that
to through OTN’s ISDN gateway or OTN’s Internet Protocol gateway;

h) maintaining all of its records in respect of its utilization of Telemedicine Services
required by all applicable law and ensuring maintenance of such records by Users
User’s records to OTN, it so requested, for the purpose of conducting utilization
agreed utilization targets

i) with respect to “Purchased Equipment”, maintaining, at the cost of the purchasi

icable fees, if any, as set out in

the following requirements and
¢ Services by OTN and access to
ce and discharge:

ary OTN contact person; dedicate
nsibilities set out herein;

hat the Telemedicine Coordinator
chnical matters related to the

es that OTN deems essential to
Member and Users operate the
st practices;

ous processes and ensure that the

is appropriate;

pose of rendering Telemedicine

unless mutually agreed upon in

clusively through OTN’s RMSS
heess;

ber and/or Users through OTN’s
butside OTN’s Internet Protocol

he Member and/or Users connect
for the maximum period of time
ind submitting the Member’s and

studies and developing mutually

ng Member, up-to-date warranty

coverage on Purchased Equipment, as well as warranties on parts and software on duch equipment, all in accordance

with the TSLA;

j) complying with the technical service standards guidelines, obligations, processes
Agreement and under the TSLA and ensuring such compliance by Users;

k) confirming that it has, on the date hereof, printed a copy of the TSLA and has ensurd
Users are and shall be appropriately apprised of any provisions of the TSLA that ap
before accessing the Network. For greater certainty, the Member agrees to H
amendments to the TSLA provided that the Member is provided with a copy of any
or notified of the website where such supplements or amendments are available 60
is bound to comply with them; and

1) without limitation, determining the extent to which a health professional is red
encounter where clinical activity is taking place and the patient is attending the site.

a) in the event that the Member wishes to receive the Services and access the Videocon

one of its sites, the Member shall ensure that each such site is certified by OTN as havi

and passed OTN standard testing, in addition to paying any fees as may be applicable

additional site in accordance with Schedule A;

b) in the event that the Member (i) utilizes non-Standard Equipment and Systems or ¢
Systems other than as authorized or advised by OTN, (ii) does not enable OTN t
Equipment and related Network Equipment or (iii} does not provide network 4

and policies as set out in this
d and shall ensure that each of its
ply to their usage of the Network
e bound by all supplements or
such supplements or amendments
days or more before the Member

uired to attend a Telemedicine

s and agrees that:

ferencing Network at more than
ng met all relevant OTN criteria
and determined by OTN for each

onnects Standard Equipment and
h monitor the Videoconferencing
iccess to the Videoconferencing

Equipment and related Network Equipment, then the Member will be assigned a
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technical service level that will entitle it to less than the full range of Services thar y

For greater certainty, to the extent that the Member is not entitled to the full range

responsible for providing its own support as may be required by the Member from t
¢) the availability, capability and use of the Videoconterencing Network by the Mer

capacity and capabilities of the electronic network made available to the Member
applicable, and OTN disclaims all responsibility for such third party networks;

d) where the Member directly acquires one or more videoconferencing units,
peripheral equipment and such other Videoconferencing Equipment as required by
Member is responsible for ensuring that such equipment is compatible with OTN’s
and

e) Videoconferencing Equipment and systems once categorized as Standard Equipmen

so categorized, including in circumstances where the manufacturer ceases to support it

to be obsolete by OTN, may, in the sole discretion of OTN, no longer be supported by

benetit of the Services.

ARTICLE 4 - JOINT RESPONSIBILITIES

4.1 Promotion of Telemedicine - The Member agrees to reasonably promote and support t

administrative and educational activities in its organization and, where applicable, in
with OTN in its efforts related thereto.

vould otherwise be available to it.
of Services, the Member will be
me to time;

nber is subject to the availability,
by eHO or any other network, as

related medical and educational
he Member from time to time, the
Standard Equipment and Systems;

and Systems which cease to be
or where it is otherwise deemed
OTN hereunder or receive the

e role of telemedicine in clinical,
its community and to collaborate

4.2 Telemedicine Signage - Upon OTN's request, the Member shall post such signage as

DTN may reasonably request and
provide and shall ensure that such signage is visible to each User and/or patient who rec

eives Telemedicine Services.

4.3 Network and Studio Rental and Revenue-Sharing
a) At the Member’s discretion, the Videoconferencing Network may from time to time

be made available for Third Party
use provided that this activity does not interfere with the core mandate of the Vid

delivery of Telemedicine Services, health professional education and administrativ
commercial exploitation of other than as described in b) below, or the allocation

amount of usage of the Videoconferencing Network or the Videoconterencing Equ

with such core mandate and is therefore prohibited.

b) In the event the Member agrees to Third Party requests for use of the Videoconferen
gateway, [nternet Protocol gateway, point to point or bridging services, the Memb

OTN’s RMSS. OTN shall invoice the Third Party for use of the Videoconterencing
rates. The fees collected from such rentals shall be shared with the Member and otk
event as follows:
1) OTN will retain the scheduling, network connectivity and bridging component
and
ii) OTN shall distribute the studio rental fee charged for such event to the Mem
such other OTN members involved in the event.
¢) As well, if required, OTN shall invoice Third Party users tor the Member’s on-site
and reimburse the Member for such amounts as per OTN’s policies and procedures

4.4 Policies and Best Practices

a) The Member acknowledges that OTN has developed and made available to it and th
make available to it policies to be adhered to by the Member in its use of the Vidi
such policies provide greater specificity than is set out in this Agreement.

b) The Member agrees to abide by all such policies as they currently exist and

amendments of any previously provided policies from and after the 60m day o

provided with a copy of any such additional policies or amendments or notice that

or amendments may be obtained at a specified website.
The Member confirms that it has printed a copy of all
http://www.otn.ca/members/resource-library/ and_htip://www.otn.ca/privacy-toolkit}

¢)

coconferencing Network, i.e., the
e functions. For greater certainty,
to a Third Party to a substantial
ipment, is deemed to so interfere

cing Network, including its ISDN
er shall refer such Third Party to
Network, using its standard rental
er OTN members involved in the

of the fee charged for such event;
ber and, to the extent applicable,
technical support where required
hen in effect.

at it will continue to develop and
coconferencing Network and that
any additional policies and any
n which the Member has been

1 copy of such additional policies

such policies posted at
resource-library/ on the Effective

Date and agrees to ensure that a current and complete hard copy of all policie
maintained by the Member and to make all reasonable eftorts to ensure that all Us
them.

s in effect from time to time is
ers are aware of and comply with
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d) The Member agrees to make all reasonable efforts to review and, where feasible. to follow any guidelines, best
practices and processes posted at http://www.otn.ca/members/resource-library/ on the Effective Date and as they may
be developed and posted by OTN from time to time and make all reasonable effort$ to ensure that all Users are aware

of and comply with them.
€) Nothing in this Section 4.4 shall relieve the Member of its own duties an
Telemedicine Services.

ARTICLE 5 - COMPLIANCE WITH PHIPA

5.1 Member Agreement - The Member acknowledges and agrees that:
a) OTN is only responsible for providing certain equipment and technology required fc
the Videoconferencing Network and, in light of the foregoing and without limitation
i) OTN cannot be responsible for other purposes for which the Videoconferencing
ii) the Member is responsible for ensuring that the collection, use and disclg
anything other than the Videoconferencing Network is done in accordance with
b) to the extent that the Member is a HIC, it is aware of, and agrees to comply wit}

obligations in the provision of

r the transmission of PHI through

Network is used; and
sure of PHI transmitted through
applicable law and regulations;

1. the obligations of a HIC under

PHIPA insofar as it may, in connection with consultations through the Videoconftrencing Network, collect, use or

disclose information about individuals that is PHI;

¢) the Member shall not hold PHI in equipment provided by OTN, within the meaning ¢
under PHIPA (such regulation, as amended or replaced from time to time, the “Reg

d) in light of the nature of the Videoconferencing Network and its operation, all tran:
means of the Videoconferencing Equipment made by the Member are known to the
neither necessary nor reasonably practical for OTN to make available to the Memby
in paragraph 6(3)4 of the Regulation; and

¢) in the event that the Member is able to access, through OTN’s RMSS, PHI and confi
the Member or its patients, the Member agrees not to access such information.
failure to comply with this provision, without limiting any other remedies of OTN
termination of this Agreement notwithstanding Article 7.

5.2 OTN Acknowledgement - OTN and the Member acknowledge that:
a) OTN is a “health information network provider” within the meaning of PHIPA; and
b) transmissions over the Videoconferencing Network (and communications to OTN inl
such transmissions) may include PHI.

5.3 OTN Agreements - OTN agrees that it will comply with PHIPA and the

Regulation.
the foregoing, OTN shall: i

f clause 6(3)4.i of Regulation 329
ation™);

ers of all or part of such PHI by
Member and that accordingly it is
r the electronic record referred to

dential data that does not relate to
The Member acknowledges that
, shall be grounds for immediate

connection with arrangements for

Without limiting the generality of

a) notify the Member of any unauthorized access through the Videoconferencing Netjvork to any PHI provided by the

Member;
b) provide on its web site, and deliver to the Member on request:

i) a plain language description of the Services that are appropriate for sharing with
the PHI relates, including a general description of the safeguards in place to pr
disclosure, and to protect the integrity of the PHI; and

ii) a written copy of the results of an assessment of the Services that OTN provids
relate to:

A) threats, vulnerabilities and risks to the security and integrity of the PHI; ¢
B) how such Services may affect the privacy of the individuals who are the

5.4 Regulators - For purposes of paragraph 6(3)(7)(ii) of the Regulation and this
administrative, technical and physical safeguards relating to the confidentiality of the PH
a) the network design deployed by OTN protects PHI during videoconferences by ens
secure through the industry specific and standard encryption technology while t
Member and/or User and other OTN member certified sites over eHO’s network or 0
b) OTN uses physical, administrative and technological safeguards to protect PHI.
offices and filing cabinets are used to secure physical PHI data. OTN restricts acces
fulfill their duties. Every OTN staft member, contracted worker and student s

patients of the Member to whom
tect against unauthorized use and

s to the Member as such Services

nd
subjects of the PHI.

\rticle 5, the following are the
1

uring that the electronic signal is
avelling between the site of the
ther networks; and

Secure entrance systems, locked
s to PHI to those who require it to
gns a confidentiality agreement.
vho access PHI to fultill their job

Policies, procedures and guidelines provide direction for data protection for those
responsibilities. Technology safeguards including authentication, authorization
standard encryption technology; firewalls; and intrusion detection and denial of se
travelling over the Videoconferencing Network.

nd accounting servers; industry

Fvice technologies, to protect PHI
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ARTICLE 6 - OTHER COVENANTS

6.1 Limitation of Liability

a) Notwithstanding anything contained herein, none of OTN, its affiliates or any of
employees, servants and agents shall be held liable or responsible in any way for:
i) any loss or interruption of business, or any indirect, special, incidental or ¢
suffered by the Member, a User, a patient or any other third -party;

ii) without limiting Section 6.1(a)(i), any claims or demands for damages, costs
the Member, a User, a patient of the Member or of a User, or any other thir
any way related to clinical uses of, clinical outcomes or decision-making |
lack of access to, the Services, the Videoconferencing Equipment or the Vid

iii) any and all claims, damages, costs, expenses or losses (including punitive dat
penalties, fines, amounts paid in settlement of claims, legal fees and exp

Member may incur, suffer or become liable for as a result of, or in conn

asserted against the Member to the extent such claim is based upon
Videoconterencing Equipment or the Videoconferencing Network, or any

scope of this Agreement infringes, directly or indirectly, any valid and ef

secret, trademark or other intellectual property right of any third-party.

b) OTN reserves the right to modify the Services or Videoconferencing Network, or b
time, with or without notice to the Member. OTN shall not be liable to the Me

OTN exercise its right to modify the Services or Videoconferencing Network.

¢) In the event that it becomes aware of a third-party claim against a member of OTN
6.1(a)(iii), OTN shall notity the Member and OTN may, at its sole election, seek tc
the benefit of all of its members, to perform or use any aspect, element, compond
mode of operation alleged to infringe in either (i) the performance of the Services

heir respective directors, officers,

nsequential damages of any kind

{ expenses or losses of any kind by

d -party, for or arising out of or in
processes relating to the use of, or
oconferencing Network; or

nages, court costs, arbitration fees,
enses of investigation), which the
ection with, any third-party claim
a contention that the Services,
portion thereof, used within the
forceable patent, copyright, trade

oth, or any portion thereof, at any
mber, or to any third-party should

of the nature described in Section
procure or negotiate a license, for
nt, method, process, procedure or
or any portion thereof} or (ii) the
priion thereof.

use of the Videoconferencing Equipment, the Videoconferencing Network or any p

liability insurance for a minimum of $2,000,000 for any one occurrence.

6.3 Insurance — During the term of this Agreement, OTN and the Member shall each maintain in full force and effect general _
Such insurance shall name the other Party as

i

the additional insured but only with respect to this Agreement and shall include at least the following:

a) products and completed operations;
b) personal injury;

c) cross liability;

d) contractual liability; and

€) 30 days’ prior written notice of material change to, cancellation, or non-renewal of th}: policy.
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Each Party shall provide the other Party with evidence of such insurance upon request.

6.4 Ontario Telemedicine Network Disclaimer

a) OTN shall provide the Videoconferencing Network and Services on an “as is” and “las available” basis and the Member
agrees that the use of the Videoconference Network and the Services shall be at itd sole risk.

b) OTN makes no warranty that the Videoconferencing Network and/or Services will theet the Member’s requirements, or
will be uninterrupted, timely, secure or error-free. OTN makes no warranty as [0 the results that may be obtained
from the use of the Videoconferencing Network and/or Services.

¢) OTN does not guarantee any level of service availability, service quality or problem resolution time. However, with
respect to the Videoconferencing Network, OTN will use all reasonable efforts t proactively anticipate and prevent
system failures, promptly respond to service outages, expedite problem resolutio , communicate problem resolution
plans and recommend and support alternative service provision modes as described in the TSLA.

d) OTN expressly disclaims all warranties whether express, implied or statutory, indluding, implied warranties of title,
merchantability, fitness for a particular purpose and non-infringement of any th rd-party intellectual property right
and no advice or information, whether oral or written, obtained by the Member through use of the Videoconterencing
Network and/or Services shall create any such warranty on the part of OTN.

¢) Any material and/or data downloaded or otherwise obtained through the use of the Videoconferencing Network and/or
Services shall be done at the Member’s own discretion and risk, and OTN shall mlll be responsible for any damage or
loss of data that may result from the download of such material and/or data.

6.5 Dispute Resolution

a) All disputes between the Parties concerning any matter arising under this Agreement shall be submitted for resolution
to the chief’ executive officer of OTN and chief executive officer of the Menrbcr (or the President or a senior
management officer, designated by the member) (the “Designated Officers™).

b) If the Designated Ofticers cannot resolve the dispute within a period of 10 days afief submission of the dispute to them
for resolution, either Party may notify the other Party in writing that it wishes tp refer the matter to arbitration in
accordance with the Arbitrations Act, 1991 (Ontario) (such act, as amended or reolaced, from time to time, the “Act™)
within a further period of 30 days.

¢) If either Party serves a notice pursuant to Section 6.5(b), then such matter shall be détermined by arbitration by a single
arbitrator to be selected by the Parties and failing such selection the arbitrator shall|be appointed pursuant to the Act.

d) Any arbitration hereunder shall be held at Toronto, Ontario unless the Parties otherwise agree.

ARTICLE 7 - TERM AND TERMINATJON

all fees as set out in this Agreement have been paid, this Agreement shall continué¢ from time to time thereafter for
successive one-year periods based on the anniversary date of the Live Site Notice unless terminated prior thereto pursuant
to Section 7.2,

7.1 Term - The term of this Agreement shall be one year from the date that OTN issues II Live Site Notice. Provided that

7.2 Termination

a) Notwithstanding the term of this Agreement, either OTN or the Member may terminite this Agreement with or without
cause at any time, upon 30 days written notice to the other Party upon which all of the terms of this Agreement shall
be at an end, save and except those which expressly or by their nature are intenfled to survive termination. OTN
shall not be liable to the Member for costs or losses arising from termination of this Agreement.

b) Upon the termination of this Agreement, OTN shall reimburse to the Member the balance of its annual membership fee
paid to OTN in respect of the year of such termination, if any, calculated on a prio rata basis. Upon the request of
OTN, Member shall promptly return to OTN in good working order all equipment granted or loaned by OTN at the
Member’s site(s).

ARTICLE 8 - MISCELLANEOUS

8.1 Amendments - This Agreement may be amended, modified or supplemented only by a written agreement signed by each
Party; provided that OTN reserves the right to amend this Agreement at any time and 4t its sole discretion, upon 60 days
written notice to the Member including by adding, replacing or repealing one or more schedules or appendices hereto.
Any such amendments shall take effect 60 days after such notice has been given. Unles the Member provides OTN with
notice to the contrary, the Member will be deemed to be bound by any such amendments.
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8.2 Notice

a) Any notice, demand or other communication (in this Section, a “netice”) requiredjor permitted to be given or made
hereunder shall be in writing and shall be sufficiently given or made if: (i) delivered in person (including by
commercial courier) during normal business hours on a Business Day and left with{ a receptionist or other responsible
employee of the relevant Party at the applicable address; (ii) sent by prepaid fifst class mail; or (iii) sent by any
electronic means of sending messages, including facsimile transmission and e-mdil, which produces a paper record
(in this Section, “Electronic Transmission”) during normal business hours of tHe recipient on a Business Day, in
each case to the address set out on the first page of this Agreement or at such other address as a Party notifies the
other, for this purpose.

b) Each notice sent in accordance with this Section shall be deemed to have been receivied: (i) on the day it was delivered;
(ii) on the third Business Day after it was mailed (excluding each Business Day during which there existed any
general or rotating interruption of postal services due to strike, lockout or other cayse); or (iii) on the same day that it
was sent by Electronic Transmission, or on the first Business Day thereafter if it was sent other than during normal
business hours on a Business Day.

8.3 Governing Law - This Agreement shall for all purposes be governed by and interprefed in accordance with the laws in
effect in Ontario. Subject to Section 6.5, the Parties hereby attorn to the jurisdiction A]f the Courts of Ontario.

with the written consent of the other Party. Any attempted assignment without such fconsent shall be void and without
effect. This Agreement shall be binding upon and shall enure to the benefit of the Parlies and their respective successors
and permitted assignees.

8.4 Assignment - No right, duty or responsibility may be assigned or delegated, by either lFrty under this Agreement, except

partner, joint venturer or an agent or legal representative of the other Party for any purpose. The Member is not a
member of OTN as a Corporation, except as within the meaning of the Corporations |4ct (Ontario) and has none of the
rights of a member thereunder.

8.5 Relationship - Except as specifically provided for in this Agreement, neither Party i{ nor shall it be deemed to be, a

8.6 Users - The Member acknowledges and understands that it is responsible for ensuring that all of its Users comply with all
applicable duties (including professional duties) and obligations of the Member undgr this Agreement. The fact that
Users are specitically referred to in certain but not all sections of this Agreement shall not derogate from the generality of
the foregoing.

8.7 Severability — If any provision of this Agreement is determined to be invalid, illegal o unenforceable in any respect by a
court of competent jurisdiction, the invalidity, legality or enforceability of the remairing provisions of this Agreement
shall not in any way be affected or impaired thereby so long as the economic dr legal substance of the matters
contemplated hereby is not affected in any manner materially adverse to any Party.

8.8 Waiver - Any express or implied waiver by either Party of any breach of this Agreemént shall not constitute a waiver of
any other or subsequent breach. No provision of this Agreement shall be waived by ary act, omission or knowledge of a
Party or its agents or employees except by an instrument in writing expressly waiving such provision and signed by a duly
authorized officer of the waiving Party.

8.9 Compliance With Law - Each Party agrees to comply with all applicable laws in the pértormance of its obligations under
this Agreement. In particular, the Member acknowledges and agrees that its access to|and use of the Videoconferencing
Network shall comply with all federal, provincial and municipal laws, regulations and ¢nactments including those set out
under Article 5.

8.10 Entire Agreement - This Agreement, together with each applicable Equipment Loan] Agreement and Equipment Grant
Agreement, constitutes the entire agreement between the Parties pertaining to the subjject matter hereof and supersedes
all prior agreements, negotiations, discussions and understandings, written, oral, exprdss or implied, between the Parties
with respect thereto.

8.11 Counterparts - This Agreement may be executed in any number of counterparts, eachjor which shall be deemed to be an
original and all of which taken together shall be deemed to constitute one and th¢ same instrument. Receipt of a
facsimile version of an executed signature page by a Party shall constitute satisfactpry evidence of execution of this
Agreement by such Party.
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Schedule B

TO WITNESS THEIR AGREEMENT, the Parties have duly executed this Agreememl by the signatures of their proper
officers on that behalf.

Ontario Telemedicine Network

a4 btf‘v Date: April 26,2011

—_—

Edward M. Brown, MD
Chief Executive Officer

The Corporation of the City of London (Dearness Home)

Date:

Signature:
Authorized Signing Officer (with the authority to bind the Member)

Name (please print):  Joe Fontana

Title: Mayor

Signature:
Authorized Signing Officer (with the authority to bind the Member)

Name (please print): Catharine Saunders
Title: City Clerk
Phomne: (519) 661-2500 Ext, 4937

E-mail: csaunders@london.ca

Att:  Schedule A (24)


lkucera
Text Box

lkucera
Text Box


Agenda ltem# Page #

» 32

Schedule B

Schedule A (24)

Organizations Funded by the
Ministry of Health and Long Term Care (> 50% of base +perations)
or LHIN Accountable

1. Annual Membership Site Fee
The Member shall not be required to pay an annual site or system membership fee.

2. Site and System Set-up Fees

The Member shall be required to pay a set-up fee for: (a) each site and (b) each sylstem added to the Videoconferencing
Network in an amount determined by OTN from time to time and posted in the Pdlicies section of the Member Resource
Library at _http://www.otn.ca/en/members/resource-library

3. Telemedicine Coordinator

The Member shall designate a Telemedicine Coordinator who shall act as the prinhary OTN contact and will dedicate
the appropriate amount of time required to fulfill this role. The role may be shared amongst more than one individual.
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