Audit Committee
Report

5th Meeting of the Audit Committee
November 3, 2021

PRESENT:

Deputy Mayor J. Morgan (Chair), M. van Holst, J. Helmer, S.
Turner, L. Higgs

ALSO PRESENT: M. Schulthess and J. Taylor.

Remote Staff Attendance: L. Livingstone, A. Barbon, M. Butlin,
I. Collins, M. Daley, J. Davison, K. Dickens, S. Oldham, J. Pryce
(Deloitte), S. Swance.

The meeting is called to order at 12:01 PM; it being noted that
the following were in remote attendance: Councillors M. van
Holst, J. Helmer, and S. Turner; L. Higgs.

1. Disclosures of Pecuniary Interest

That it BE NOTED that no pecuniary interests were disclosed.

2. Consent

None.

3. Scheduled Items

None.

4. ltems for Direction

4.1

4.2

4.3

4.4

Internal Audit Summary Update

That the communication dated October 22, 2021, from Deloitte, with
respect to the internal audit summary update, BE RECEIVED.

Motion Passed

Internal Audit Dashboard as at October 22, 2021

That the communication from Deloitte, regarding the internal audit
dashboard as at October 22, 2021, BE RECEIVED.

Motion Passed

Observation Summary as at October 22, 2021

That the communication from Deloitte, regarding the Observation
Summary as at October 22, 2021, BE RECEIVED.

Motion Passed

SaaS Application Review

That the Internal Audit Report from Deloitte with respect to SaaS
Application Review performed March 2021 to July 2021, issued October
21, 2021, BE RECEIVED.



Motion Passed

5. Deferred Matters/Additional Business
None.
6. Confidential (Enclosed for Members only.)

6.1  Security of Property

That the Audit Committee convene, In Closed Session, for the purpose of
considering the following:

6.1. Security of Property

A matter pertaining to the security of the property of the municipality or
local board.

Motion Passed

The Audit Committee convened in closed session from 12:19 PM to 12:32
PM.

7. Adjournment

That the meeting be adjourned.

Motion Passed

The meeting adjourned at 12:33 PM.



- Deloitte LLP
195 Joseph Street
Kitchener ON N2G 136

Canada

www.deloitte.ca

October 22, 2021

Members of The Corporation of the City of London Audit Committee

Subject: Internal Audit Summary Update

Internal Audit has included a summary memo to highlight major accomplishments since our last update to
the Audit Committee and to draw your attention to the matters of greatest importance. We will cover
these documents in more detail at the meeting and respond to all questions you may have.

Internal Audit Dashboard Report

Internal Audit continues to have ongoing meetings with the City Treasurer.

Internal Audit has issued (1) report since the last committee meeting (SaaS Application Review).
We are now connected with each of the remaining audit areas and working to complete the work
mainly in the month of November with reporting in December.
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2. Audit Observation Status Summary of High and Medium Priority Observations

Findings relating to the Class Replacement (PerfectMind) Reconciliation Process review are now fully
remediated.
b. Management continues to implement the recommendations from the following internal audit projects:
i. Dearness Home Assessment
ii. Assumptions and Securities Process Review.
c. Items related to the SaaS Application Review have been added to the observations for 2021.


http://www.deloitte.ca/

Deloitte.

The Corporation of the City of London
Internal audit dashboard as at October 22, 2021

Project status — Revised 2021 internal audit plan Internal audit activities — November - December 2021

2021 Audit plan project Percent complete Est. timeframe! Project status Report * Traffic Management Process Review fieldwork and draft report
issued ) . )
e Recruitment Process Review fieldwork and draft report
_ e Fire Process Review fieldwork and draft report
» SaaS Application Review 100% March - June complete . e Fleet Process Assessment fieldwork and draft report
. ;raf_ﬂc Management Process | 40 % June - Sept DL O
eview
. _______________________________________________________________________________________________|
| Other activities
+  Recruitment Process o ) O . . , ,
Assessment 5% July- Oct DL Prepare Audit Committee meeting materials
« Observation follow-ups and validation
+ Fire Process Assessment I 10% Sept-Dec oT O
2021 Performance metrics
*  Fleet Process Review | 10% Sept-Dec oT O Project customer % Complete of the Revised
satisfaction 2021 internal audit plan
Overall quality of work/satisfaction
level (Based on completed reports o
surveys returned) 19%
complete
1 3 5
Objective = 4
Internal audit 2021 Revised IA plan Reporting
Draft Mzg;gnﬁ::netnt Issue final Final
(days) (days) (days)  (days)
+ Objective 5 15 10 30
OT - On track - Deferred DL - Delayed . Performance 33 41 11 85
Comments

1 Agreed timing with management to scope project and kick-off fieldwork

© Deloitte LLP and affiliated entities.
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City of London Audit Committee Observation Summary
As at October 22, 2021

LEGEND

All observations have
been addressed by
management

Observations in progress
are being addressed by
management including
observations where initial
timeline was missed but a
plan is in place for
remediation that appears
acceptable

Management has missed
implementation deadlines
for observations and no
adequate resource plan
has been identified

Management accepts the risk

Management has accepted

the remaining risk

Report Summary

Observation Status for Management Action Plans due to October 22, 2021.

Observations Estimated

Internal Audit Report Issue otal ':"gh S/obseryationScic=cclhey ey Progr.e s Past Due Closed by IA completion in Current Estimated
Report Medium Closed Per Internal Observations a0 g - . S
Plan Year Date n N Observations Since June 2021 prior up Completion
Observations | Management Audit (Not Due)
update (Sept 21)
2019 Dearness Home Process Assessment Feb-20 4 0 0 0 4 o
Sub-total 2019 reports 4 0 [ 0 4 0
2020 Class Replacement (Perfectmind) Reconcilation Process Review Jan-21 1 0 0 0 0 1
2020 Assumptions and Securities Process Assessment Jan-21 1 0 0 1 0 0
Sub-total 2020 reports 2 1] (1] 1 1] 1
2021 Saas (Cloud) Application Review Sep-21 1 0 0 1 0 1]
Sub-total 2021 reports 1 1] (1] 1 1] 1]
Total High and Medium observations 7 0 1] 2 4 1

Closed per Management: Management has indicated that action plans due to be acted upon by October 2021 are complete.

Closed per IA: Internal Audit has validated Management'’s assertions of observation closure through review of evidence.
In Progress Observations: Management action plans due beyond October 2021 are underway or management has asserted observations are closed but Internal Audit has not yet validated.

Past Due Observations: Actions plans due by October 2021 have not been fully acted upon.

Observations Closed by Internal Audit since last update: Management has indicated in the current period that action plans are complete and Internal Audit has validated through review of evidence.

Notes:
None

© Deloitte LLP and affiliated entities.
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The Corporation of the City
of London
SaaS Application Review

Audit Performed: March 2021 - July 2021
Report Issued: October 21, 2021
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Executive summary

The City of London (the “City") aspires to enhance its security posture relating to the use of Software-as-a-
Service (SaaS) applications within the organization. To this regard, the City recognizes the opportunity to
improve controls and governance over Saa$S applications usage by the City’s employees and requested that
the internal audit focus on leading practices for consideration. Internal Audit has provided guidance and
leading practices with respect to tools, policies and procedures for consideration by management as the City
continues to improve its SaaS application governance strategy. The leading practices within this report can
be used to enhance visibility, governance and oversight over SaaS applications to decrease risk appetite
from use of unapproved and unmanaged SaaS applications.

As part of the 2020-2021 Internal Audit plan, Internal Audit conducted a review of the controls and
governance over Software-as-a-Service (SaaS) applications currently used by the City of London (the “City”)
employees. The purpose of this review was to assess the adequacy of relevant policies and procedures, and
provide guidance in consideration of industry leading practices of tools, policies and procedures. The intent of
the audit was to decrease the potential use of unapproved and unmanaged Saa$S applications by enhancing
visibility, accountability and oversight.

The detailed Internal Audit scope can be found in Appendix 1: Internal Audit detailed scope of this report.

1 © Deloitte LLP and affiliated entities
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Based on our review of the City’s SaaS application program, we identified one low and one medium priority
observations that The City of London should consider going forward. Please refer to Appendix 2: Internal Audit
rating scale for definitions of the four-point scale.

Priority Process

policy exists and is not reviewed and approved periodically.

High priority ® Medium priority \ Low priority Leading practice
o \ \ .

Medium SA 1.01 IT Security Training: Existing training does not include explicit
\ Priority People content on Saa$S applications. Accountability on continued use of
. non- sanctioned SaaS application is not clear.

\Q Low SA 1.02 Policy and Procedure for SaaS application lifecycle: Generic

© Deloitte LLP and affiliated entities
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Based on our assessment of the City’s SaaS application process the following image maps areas of continued
enhancement based on priority and anticipated ease of implementation of our leading practice

recommendations.

High

Priority

Low

Simple Complex

Ease of Implementation

Based on our assessment of City’s SaaS application process, we have identified one low and one medium
priority observations, that should be addressed to improve internal controls and process efficiency. The
identified considerations and observations noted in this report should be addressed in a timely manner to

enhance current controls and mitigate relevant risks.

© Deloitte LLP and affiliated entities
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Areas for continued enhancement

In completing the procedures noted in Appendix 4: Audit procedures performed, Internal Audit identified the
following areas for continued enhancement:

Medium
Priority

SA 1.01 - IT Security Training

Observation

While the document Handbook - Corporate Technology Section 7 mentions that no software
should be installed on a COL computer without permission, it isn't specific to SaaS
application access. Additionally, the current employee training does not yet include the
usage of SaaS applications (Sanctioned and Non-Sanctioned). Accountability and
repercussions of continued use of unsanctioned applications is not clear in the current
policy.

Implication

Without updated training that explicitly includes considerations of SaaS application usage,
employees could unintentionally expose the City to added risk, threatening the security of
City’s data and the integrity of corporate network.

Recommendation

We recommend expanding the existing training to include includes threats of unsanctioned
Saa$S applications. The Acceptable Use policy should also be updated to include information
on the importance of compliance with such policies and discourage employees from non-
compliance. The attendance for training should be monitored, and any deviations from the
policy should be recorded and followed upon to reinforce the understanding of and
compliance with the policy.

Management
Comments

Management will take the following actions:

1. Update existing training to include specific information regarding SaaS applications,
associated threats and potential impact to the delivery of Public Service

2. Update the Use of Technology Administrative Procedure to include SaaS specific
information that is directly connected to procedure compliance

Responsible Party
and timing

Mat Daley, Director, Information Technology services, Enterprise supports

3/31/2022

© Deloitte LLP and affiliated entities
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Low Priority

SA 1.02 - Policy and Procedure for SaaS application lifecycle:

Observation

While a policy (Use of Technology Administrative Procedure) exists, it is generic and does
not explicitly cover the procurement, monitoring and reporting of SaaS applications.

Additionally, policies were not reviewed and approved periodically. The policy was last
reviewed in 2019.

Implication

The lack of well-maintained, formal policies and procedures can result in lack of
compliance and inconsistent practices across organization.

Recommendation

We recommend documenting policies and procedures that are specific to SaaS application
lifecycle Management. Policies such as following are recommended:

e SaaS Vendor Onboarding and Offboarding (including periodic review)
e SaaS Application Security

e SaaS Application Risk Management (We noted that the Information Security
Questionnaire covers 3rd party security assessments; however, it does not
address an annual reassessment of the risks)

These policies should continue to be reviewed as part of the annual policy review to ensure
that they are in line with business requirements.

Management
Comments

Management will take the following actions:

1. Document and formalize the SaaS application lifecycle management policy and
procedure

2. Implement the Saa$S application lifecycle management procedure

Responsible Party
and timing

Mat Daley, Director, Information Technology services, Enterprise supports

6/30/2022

© Deloitte LLP and affiliated entities
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Appendix 1 - Internal Audit
detailed scope

Specifically, the Internal Audit addressed the following areas:

e Review governing policies and procedures related to SaaS applications use, including but not limited to
Acceptable Use policy and other relevant policies, to assess their adequacy and relevance;

e Assess existing employee training and awareness initiatives related to use of SaaS applications;

e Assess the current state of SaaS application (licensed and unlicensed) usage at the Corporation of the City of
London;

e Understand the IT Software procurement process as it relates to acquisition of SaaS applications;

e Review the adequacy of management oversight and visibility over SaaS applications currently in use (approved

and unapproved), including metrics for tracking, reporting and processes for decommissioning/blocking of
unsanctioned applications;

e Provide guidance and best practices with respect to SaaS monitoring tools to enhance management oversight
and visibility over SaaS applications with the intent of decreasing the potential use of unapproved and
unmanaged SaaS applications

6 © Deloitte LLP and affiliated entities
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Appendix 2 - Internal Audit
rating scale

Internal Audit has prioritized each observation and recommendation within this report using a four point rating
scale. The four point rating scale is as follows:

Observation is high priority and should be given immediate attention due to the existence
of either significant internal control risk or a potential significant operational
improvement opportunity.

Observation is a moderate priority risk or operational improvement opportunity and should be
addressed in the near term.

Observation does not present a significant or medium control risk but should be addressed to
either improve internal controls or process efficiency.

Leading Consideration should be given to implementing recommendations in order to improve the
Practice maturity of the process and align with leading practices.

7 © Deloitte LLP and affiliated entities
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Appendix 3 -
Stakeholder involvement

In conducting this assessment, the following Service London management and staff were interviewed to gain
an understanding of the Service London Contact Centre’s processes and practices.

Mat Daley Director Information Technology Services

Dean Thompson Manager III Information Security

8 © Deloitte LLP and affiliated entities
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Appendix 4 - Audit
procedures performed

As part of The City of London’s SaaS application assessment, the following procedures were performed:

e Conducted planning meeting with Director of Information Technology Services, and Manager II of
Application Development

e Updated and issued finalized Project Charter and request for information

e Conducted meetings and interviews with City management and staff to obtain an understanding of the
control framework and assessment criteria

e Performed interviews with key personnel on the current state of SaaS application usage

e Inspected the City's current SaaS applications processes related to: acceptable use policy, logical access
management — access provisioning and deprovisioning, application acquisition, application monitoring,
application reporting and applications decommissioning, SaaS applications related third party vendor
management, employee IT security training and awareness, and SaaS software change management

¢ Responding to emails, phone calls and in-person requests, ensuring adequate process documentation
(service requests), tracking and monitoring performance, compliance with applicable policy
requirements, and training/onboarding of staff

e Obtained documentation regarding relevant procedures and controls to perform an inspection of:
— SaaSs application provisioning and approval
— Risk assessments to identify key People, Processes and technologies,
— Training and onboarding procedures for employees,
— Relevant SaaS acquiring and change processes,
- Workflow diagrams for SaaS lifecycle management processes, and
— Monitoring procedures.

e Consulted with subject matter expert(s) on the City of London’s current processes and compared to best
practices used by industry leaders

e Using the reviewed documentation and interview narratives, assessed the effectiveness of SaaS
applications program with regards to governance, oversight, visibility and accountability.

¢ Drafted preliminary observations and verified observations with management

e Conducted a closing meeting with key management stakeholders to validate and communicate our
findings, and

e Issued this Internal Audit report with our detailed observations.
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www.deloitte.ca

Deloitte provides audit & assurance, consulting, financial advisory, risk
advisory, tax and related services to public and private clients spanning
multiple industries. Deloitte serves four out of five Fortune Global 500®
companies through a globally connected network of member firms in more
than 150 countries and territories bringing world-class capabilities,
insights and service to address clients' most complex business challenges.
To learn more about how Deloitte's approximately 264,000 professionals—
9,400 of whom are based in Canada—make an impact that matters,
please connect with us on LinkedIn, Twitter or Facebook.

Deloitte LLP, an Ontario limited liability partnership, is the Canadian
member firm of Deloitte Touche Tohmatsu Limited. Deloitte refers to one
or more of Deloitte Touche Tohmatsu Limited, a UK private company
limited by guarantee, and its network of member firms, each of which is a
legally separate and independent entity. Please see
www.deloitte.com/about for a detailed description of the legal structure of
Deloitte Touche Tohmatsu Limited and its member firms.
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